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Today, we are focusing on the importance of good
cybersecurity as it relates to business continuity.

Ever since the
invention of the
internet, com-
puters, phones,
tablets and
other  devices
that have net-
work connectiv-
ity, cybersecur-
ity has become more and more of a
focal point for small, medium and
large businesses, as well as govern-
ment organizations. While in the
Caribbean there may be a lower fre-
guency for cyberattacks when com-
pared to other parts of the world,
the rate at which these attacks are
occurring has been rapidly increas-
ing to a worrying level. Many busi-
nesses in the Caribbean region are
yet to implement good cybersecur-
ity practices such as:
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- Training and educating
employees on good cybersecurity
practices (eg. Frequent changing

of passwords & using strong
passwords).

- Implementing and enforcing
policies to protect assets (eg.
Restrict access to files, devices,
etc using passwords).

- Installing antivirus, protective
software, implementing firewalls,
network policies, etc.

- Monitoring network traffic and
patterns.

If businesses and organizations
don't have these things in place, it
can mean that attackers can gain
access to and have control of sensit-
ive information that could poten-
tially decommission a business and
completely shut down their opera-
tions. However, if a business does
have these things a place the likeli-
ness of the business being able to
continue to operate and suffer less
losses would be significantly higher.

WHAT IS BUSINESS
CONTINUITY PLANNING?
Business continuity planning (BCP)
is the process of creating preventat-
ive and recovery systems to deal
with potential cyber threats to an
organization. The plan considers
many internal and external factors
and aims to ensure process con-
tinuity in the event of a cyberattack.
BCP also has a secondary goal. This
goal is to ensure operational con-
tinuity before and during the execu-
tion of a disaster recovery plan. The
BCP planning entails the protection
of assets and personnel. Simply put,
the basic requirements of a BCP are
to have the essential business func-
tions running and available during a
disaster, while recovering with the
least amount of downtime and
losses as possible.

WHY IS BUSINESS CONTINUITY
IMPORTANT?

For many organizations, it is 100%
unacceptable for their services and
products to be unavailable for ex-
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tended periods of time. Business
continuity is critical for organiza-
tions to address client manage-
ment, retention and operational se-
curity. If a business’ essential func-
tions are disabled for a period of
time, it could mean losing out on
the opportunity to gain income or
losing money. A robust BCP is es-
sential for companies to ensure that
key functionality being disabled
doesn't have crippling con-
sequences and so that they can re-
sume functioning like normal in the
shortest period of time while simul-
taneously mitigating financial risks.

STEPS IN BUSINESS
CONTINUITY PLANNING
Conduct Business Impact
Analysis & Risk Assessment -
Risk Assessment involves identify-
ing the risks to the company, ana-
lyzing those risks and evaluating
the risks to determine how signific-
ant therisks are and ifitfallsinto the
acceptable risk levels.

Develop Recovery Strategy

This is the plan of action that is de-
veloped to regain functionality after
a disaster or attack that disrupts the
normal flow of business.

Implementation of Solution
Identifying the best plan option and
executing it.

Testing & Acceptance

At this step, the business tests how
effective the solution they have im-
plemented is. This is done from us-
ing various tests, such as vulnerabil-
ity testing and or penetration test-
ing.

Routine Maintenance

At this stage, the businesses im-
prove and fix any kinks in their ar-

mor that may leave them vulner-
able to risks that could affect their
continuity.

HAVING BUSINESS

CONTINUITY PLAN VS NO
BUSINESS CONTINUITY PLAN
EXAMPLE OF BCP

Ireland’s healthcare industry had
been the target of a ransomware at-
tack in 2021. The attack had wide-
spread effects on operations.

- IT outages affected at least 5
hospitals.

- Employee payments were
knocked offline, delaying pay for
146,000 staff

- Near full restoration and recovery
of all servers and applications
took more than 3 months.

- The attack cost more than $100
million in recovery efforts alone.

However, Ireland had a BCP and dis-
aster recovery plan in place, so they
were able to mitigate and reduce
their risks by:

- Cybersecurity teams shut down
85,000 devices to stop the spread
of malware.

- Disaster recovery teams
inspected more than 2000 IT
systems one by one to contain
damage and ensure they were
clean.

Here we see how critical a BCP and
Disaster Recovery Plan is because
even though there was a BCP and
disaster recovery plan in place, the
industry still suffered severe losses
and full functionality took a long
time to be restored. If there was
nothing in place, what then? Ima-
gine the scale of losses that would
have been suffered.

Upcoming Events

CYBERSECURITY & CLOUD EXPO
December 1Ist - 2nd, London, UK

BLACK HAT EUROPE -

December 5-8th 2022, London, UK

MISSION CRITICAL: SECURING CRITICAL INFRASTRUCTURE,
CONNECTED DEVICES, AND CRYPTO & PAYMENTS

December 13th, 2022

Frequently
Asked
Questions:

ARE BCPS AND DISASTER
RECOVERY PLANS
COSTLY?

The cost of BCPs can vary de-
pending on the level of risk
that a company thinks is ac-
ceptable. This will determine
the amount of investment
the company may need for
the level of preparedness and
responsiveness they desire.

IF A BCP AND DRP
DOESN'T STOP THREATS
COMPLETELY, WHY IS IT
IMPORTANT?

They are important because
it reduces the likelihood of an
attack completely crippling
the business and significantly
reduces the amount of time
that is taken to be fully func-
tional again.
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Headline News:

Firms Spend $1197 Per Employee Yearly

Companies pay an average of $1197
per employee yearly to address suc-

cessful cyber incidents against
email services, cloud collaboration
apps or services and browsers.

Security researchers at Perception
Point shared the findings with In-
fosecurity before publishing them
in a new white paper this month.

According to the new data, the
above figures exclude compliance
fines, ransomware mitigation costs
and losses from non-operational
processes, all of which can cause
further spending.

The survey, conducted in conjunc-
tion with Osterman Research in
June, considers the responses of
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250 security and IT decision-makers
at various enterprises and reveals
additional discoveries regarding
today'’s enterprise threat landscape.

“These findings demonstrate the
urgent need for organizations to
find the most accurate and efficient
cybersecurity  solutions  which
provide the necessary protection
with streamlined processes and
managed services,” commented
Perception Point CEO Yoram Sa-
linger.

Among the findings is that malicious
incidents against new cloud-based
apps and services occur at 60% of the
frequency with which they take place
on email-based services.
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Additionally, some attacks, like
those involving malware installed
on an endpoint, happen on cloud
collaboration apps at a much higher
rate (87%) when compared to email-
based services.

The Perception Point report also
shows that a successful email-based
cyber incident takes security staff an
average of 86 hours to address.

In light of these figures, the security
company added that one security
professional with no additional sup-
port can only handle 23 email incid-
ents annually, representing a direct
cost of $6452 per incident alone.

Conversely, incidents detected on
cloud collaboration apps or services
take, on average, 71 hours to resolve.
In these cases, one professional can
handle just 28 incidents yearly at an
average cost of $5305 per incident.

“The rapid growth of non-email-
based threats crucially underscores
the need for security teams to keep
up with emerging trends,” added
Salinger, “especially as the modern
work environment is in flux and the
number of cloud-based collabora-
tion tools that organizations rely on
is only likely to expand.”

The Perception Point white paper's
publication follows a separate re-
port by JumpCloud published last
week suggesting cybersecurity-
specific funding might be at risk.

Source: www.infosecurity-magazine.com
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