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No company is free from risks and
vulnerabilities. No matter how ro‐
bust the digital infrastructure or
how strict the cybersecurity meas‐
ures are, there is always some level
of risks.

This is why many businesses incor‐
porate penetration testing (pen
testing) in their risk assessment and
security program.

In our previous issue, we looked at
somemeasures that businesses can
use to test the robustness of their
networks. In this issue, we continue
to discuss types of penetration test‐
ing.

Pen testing is intended to discover
vulnerabilities. Trained security pro‐
fessionals perform approved pen
tests, pretending to be hackers for‐
cing their way past cyber defenses.
This helps them to understand an
organization’s infrastructure and
identify potential risks and vulner‐
abilities.

When the tests are completed, the
organization can improve its secur‐
ity and prevent more malicious at‐
tackers from exploiting the same
weaknesses.

of penetration testing that can be
done to simulate exploits.

There are different types of pen
tests.

Types of penetration
testing
NETWORK INFRASTRUCTURE
Network Services
This is one of the most common
types of pen tests. Its main objective
is to evaluate vulnerabilities in the
network infrastructure, including
servers, firewalls, switches, routers,
and printers. In addition, network
penetration tests protect organiza‐
tions from common network-based
attacks (DNS level, proxy server, man
in themiddle, and others)

Network attacks may also include
circumventing endpoint protection
systems, intercepting network
traffic, testing routers, stealing cre‐
dentials, exploiting network services,
discovering legacy devices and
third-party appliances, and more.

WEB APPLICATION
True to its name, this test focuses on
all web applications.

The tests focus on discovering se‐
curity weaknesses of web apps or
API’s (application programing inter‐
faces). Web applications tests are
more specialized and complex, they
require more time to evaluate and
identify vulnerabilities. Web applic‐
ation issues may include SQL injec‐



tion, cross-site scripting, insecure
authentication, and weak crypto‐
graphy. These penetration tech‐
niques are constantly evolving and
require periodic monitoring for new
threats daily.

However, despite their cost and
length, web application tests are
crucial to a business.

SOCIAL ENGINEERING
Data from research suggests that
more than 90 percent of all cyber-
attacks result from social engineer‐
ing tactics. These attacks rely on
poor judgment and human error
rather than security gaps in soft‐
ware and operating systems. Social
engineering pen tests are one of the
most effective mitigation measures
in cybersecurity, and several plat‐
forms provide a first approach to
these kinds of tests.

These tests can reveal how suscept‐
ible a business’s employees are to
these attacks. Small employee mis‐
takes can grant adversaries their ini‐
tial access to the business’s internal

WIRELESS
Wireless pen tests identify vulner‐
abilities related to the connections
of various wireless devices to the
wifi network. Wireless networks fa‐
cilitate data exchange, but they are
also a vulnerable entry point into an
organization’s (or its users’) sensitive
data, which is why they require a
significant effort to strengthen their
security provisions.

Additionally, businesses are using
more mobile devices than ever be‐
fore, but struggle to secure them. A
wireless pen test will try to exploit
corporate employees that use their
devices on insecure, open guest
networks.

network, at times with devastating
results.

PHYSICAL
Finally, businesses can do a physical
pen test which are designed to sim‐
ulate threats to the organization’s
physical infrastructure: for example,
someone getting unauthorized ac‐
cess to a restricted area. Through
these analyses, it is possible to evalu‐
ate the weaknesses of a company’s
physical barriers and to strengthen
the weakest ones.

Penetration testing is done to improve
andmature your overall security.

So, what next? Find out in our
next issue!
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A new memo issued by the U.S. Na‐
tional Security Council within the
Biden White House requires critical
cybersecurity agencies to relay cy‐
ber incidents rising to national se‐
curity threats to the council within
24 hours. The move is reportedly an
effort to get cybersecurity advisers
close to the president to assess in‐
cidents targeting critical infrastruc‐
ture.

The NSC's policy, which will incor‐
porate federal agencies such as the
U.S. Cybersecurity and Infrastruc‐
ture Security Agency, the FBI, and
theOffice of the Director of National
Intelligence, tasks analysts with re‐
porting incidents considered a ma‐
jor threat - including cyberespion‐
age - within 24 hours, as first repor‐
ted by CNN.

"The document … is a process and a
common methodology to help the
U.S. government speak with one
voice - nothing more and nothing
less," a U.S. official tells ISMG. "It
gives the NSC the framework to
make an initial assessment of
whether a cyber incident rises to

the level of a national security con‐
cern. In many incidents, that assess‐
ment will change with time."

This comes on the heels of broader
incident reporting considerations at
the congressional level - including
for critical infrastructure providers
and some private sector organiza‐
tions. Last week, Congress nixed an
incident reporting mandate from
its must-pass, annual defense
spending bill, which passed the
Senate on Wednesday.

A consensus version of the report‐
ingmandate would have found crit‐
ical infrastructure owners and oper‐
ators reporting cyberattacks within
72 hours of detection, and pay‐
ments to ransomware gangs would
have been reported within 24 hours
(see: Cyber Incident ReportingMan‐
date Excluded From Final NDAA).

MORE RESOURCES REQUIRED?
This new measure enacted by the
NSC aims to determine whether ad‐
ditional resources may be needed
to recover from a cyberattack,much
like the May ransomware hit on Co‐

lonial Pipeline Co. In the wake of the
attack, the company temporarily
shut down its pipelines, spurring
panic buying among consumers.

On the new policy, White House of‐
ficials say findings relayed by the cy‐
ber agencies could prompt the cre‐
ation of a working group within the
NSC charged with remediating any
economic fallout, according to CNN.

The NSC will reportedly adopt a
color-coded system for reporting
and incident severity, a system it
first rolled out during the Obama
administration.
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